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Abstract- Today's communication-based applications are
mostly crafted in a stovepipe development paradigm, which is
inflexible to be used by various domain-specific applications
and costly in the development phase. In a previous paper [1], we
proposed a new design called CVM (Communication Virtual
Machine) to overcome these problems by having a high-level
API which can be reused and extended easily for user-centric
applications in any domain. Within CVM framework, we came
across a practical issue, which is actually the case for any end-
to-end multimedia communication, namely the NAT-traversal
(network address translation) problem that limits the reliability
and availability of CVM and variants of CVM. In this paper,
we explain about the necessity of self-configuration for the
NAT-traversal problem in end-to-end communications, and
propose a solution within the core CVM framework.
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I. INTRODUCTION
Communication-based software which mainly provides

end-to-end transfer of data, such as audio, video, etc.
developed and used today, are mostly being developed in a
stovepipe style and gives a general-purpose solution for
whatever type of domain (purpose) it is going to be used.
But, what really needed is to have a user-centric application
which can be tailored easily from a generic framework by a
domain expert, without needing any software development
phase. This led us to a prior and ongoing work [1], in which,
this generic-framework is called CVM (Communication
Virtual Machine).

However, this generic framework needs to have a solution
for a very common practical problem, namely the NAT-
traversal problem, in its core, so that any variants of CVM
would be ready for use without requiring any additional
effort. We propose a self-configuring solution within our
CVM framework, which is able to adapt itself to different
NAT configurations, so that the establishment of a
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communication session and media transfer within the session
can proceed without requiring any user-intervention.

There are four basic types of NAT devices which act
differently when dealing with network traffic coming-
in/going-out the private network they are responsible for. We
need two phases to overcome the NAT problem. First, each
participant of the communication session needs to detect the
NAT type and the public address information, it is using
while communicating with outside world. Second, we need a
mechanism to traverse the NAT devices in one or two ends
of the communication and reach to the intended user. For the
first phase, STUN (Simple Traversal of UDP Datagrams
through NATs) [2] protocol is a very common and effective
method used today. For the second phase, either a well-
known relay node can be used to forward the packets both
ways, or UDP hole punching technique [3] can be used for a
direct end-to-end communication. Most of the
communication applications today need to go through the
same phases in development to incorporate some variation of
the above techniques in their applications to handle the NAT
traversal problem. Our self-configuring CVM framework
eases the task of application developers, by providing tools
that can be used to generate a domain-specific
communication application, and resolving the NAT-traversal
issue transparently.
By embedding a self-configuring NAT-traversal solution

within our layered CVM architecture, we are offering a
generic framework for communications-related applications
in which the NAT-traversal is accomplished transparently as
one core functionality provided within CVM.
To validate our results, we conducted several

demonstrations with our CVM prototype for almost all kind
of communication tasks that people use today, such as,
instant messaging, audio/video transfer, file transfer, etc. We
run our prototype on different machines and simulated all
different combinations of NAT configurations (except
symmetric NAT) between users. We will talk more about
details of our testbed in Section 4.

The results we got from these simulations validated our
design, and CVM prototype was able to self-configure itself
to the NAT configuration it is bound, which results in
successful communication sessions between participants.
This makes our CVM framework more reliable and robust to
move it towards the idea behind our CVM approach,
providing a generic framework that can be re-used easily for
domain-specific communication applications.
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II. BACKGROUND
Convergence of data, voice and multimedia

communication over IP networks has enabled a wide-range
of communication-based applications. But, the stovepipe
approach followed to develop these applications does not
clearly separate the concerns of application logic from
network-level communication logic and media delivery. This
causes the end-product to have fixed set of functionalities
and it is difficult to adapt it to various user needs. Also, most
of these applications are not able to interoperate without
extra work. Moreover, domain-specific applications like
telemedicine and disaster management, needs to go through
the whole application development cycle which is costly,
lengthy and error-prone. This kind of problems led us to our
prior work [1], in which we proposed a user-centric, model-
driven approach for designing and developing such
communication-based solutions across application domains.
We called this framework CVM (Communication Virtual
Machine).

First of all, in CVM framework, general purpose or
domain specific communication needs are specified in a so-
called communication schema, which is independent from
network-level issues and actual media communication. This
communication schema, which can be formed by the user
intuitively or can be provided as certain templates,
constitutes the base of communication instance logic. This
schema is then instantiated, negotiated, synthesized and
executed, in order, to meet the needs of the user.

This model-driven communication is supported in CVM
by four-layer architecture as shown in Figure 1. This
architecture lets us to separate and encapsulate major
concerns of communication modeling, synthesis,
coordination, and the actual delivery of communication
elements. Next, we will briefly talk about each layer and
their responsibilities.

User/ Application (Initiator) User/ Application (Initiator)

Schema Instance
----Ncg6hfi-t7lUi --

Communication Logic

Communication Data

Communication Network Communication Network

Fig. 1. CVM Architecture

UCI (User Communication Interface) layer is
responsible for providing means to define and manage
communication schema. For this purpose, we defined both
an XML-based and a graphical communication modeling
language, for more details you can refer to [1, 4]. SE
(Synthesis Engine) layer first manages the negotiation of
communication schema between participants, and then
transforms this schema to an executable communication
control script. This script represents the network-

independent control logic for the communication session
specified in the communication schema. UCM (User-centric
Communication Middleware) layer is the execution engine
for communication control scripts. It manages this task by
invoking the proper services provided by the NCB layer.
NCB (Network Communication Broker) layer provides a
uniform API of high-level and network-independent services
to UCM layer to manage the actual communication tasks
needed by the application. We will talk more about this layer
in Section 3.
NAT (Network Address Translation)[5] method is used to

map an end-node's internal network address to a globally
accessible network address, when that end-node wants to
communicate with another end-node that doesn't belong to
the same private network. This is done basically for two
reasons, to hide the internal address within a private network
from outside world, or to be able to accommodate more end-
hosts than the number of public addresses available within a
private network. NAT devices placed at the edge of a private
network does the mapping of an internal address to a public
address, and also keeps the state information so that the
packets belonging to the same session can reach to the
correct internal node.

While enabling the communication between internal and
external nodes transparently, NAT has several drawbacks for
end-to-end communications. In direct end-to-end
communications, the peers need end-point address of the
peer they want to communicate. For this reason, applications
at each peer forward the address information they can be
reached, to the other peers. However, if a peer is behind a
NAT device, the information it forwarded to other peers is
its private address information and doesn't match with the
mapping at the NAT device it is behind. So, the receiving
peers will not be able to reach to the correct peer, because
the address information they got is either invalid or points to
a wrong end-point.

Besides the negative effect caused by NAT devices by
altering end-point address information, NAT devices treat
communication through them in four different ways. In
literature NAT devices are categorized into four categories
according to their treatment for the communication going
through it. First one is called Full Cone NAT, which maps
the requests coming from the same internal IP address and
port to the same global IP address and port. Second one,
Restricted Cone NAT, does the mapping like Full Cone
NAT, but an external node can send a packet to an inside
node only if the inside node had sent a packet to that external
node before. Third, Port Restricted Cone NAT is the stricter
version of Restricted Cone NAT, where a request from an
external IP address and port can reach to an internal IP
address and port only if the internal node had sent a packet
to that external IP address and port before. Fourth,
Symmetric NAT maps the same internal IP address and port
to some global IP address and port for reaching a specific
destination IP address and port. But, if the same internal IP
address and port wants to reach to a different destination IP
address and port, another mapping is used. Also, an external
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